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Agenda

• What is the current cyber threat 
landscape and its significance

• CMMC 2.0 update

• Scoping

• Collaboration

• Best Practices



What is the current 
cyber threat landscape

• According to the Cybersecurity and 
Infrastructure Security Agency (CISA), 
there were over 100,000 cyber incidents 
reported to the agency in 2021.

1. Ransomware
2. Phishing - Business Email Compromise
3. Supply Chain Attacks
4. Zero-Day Exploits
5. Nation-State Threats
6. Internet of Things (IoT) Threats



Ransomware Phishing

• In May 2021, the Colonial Pipeline, a 
major U.S. fuel pipeline operator, was 
hit by a ransomware attack 

• In July 2021, a ransomware attack 
targeting software provider Kaseya 
resulted in the compromise of 
hundreds of businesses and 
organizations around the world.

• This attack typically involves an email 
that appears to be from a legitimate 
source, such as a bank or other 
financial institution, asking the 
recipient to click on a link or provide 
sensitive information.









Significance and 
Monetary Impact

• According to a report by the 
National Small Business Association, 
50% of small businesses in the 
United States have been the victim 
of a cyber attack 

• Small businesses are particularly 
vulnerable to cyber attacks and are 
often targeted because they have 
less robust cybersecurity measures in 
place. 0
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Cyber Compliance Historical Timeline

Final Rule DFARS 252.204-7012 
(NIST SP800-53)

2013

Final Rule (NIST SP800-171)

2016

Interim Final Rule

• “DoDAM” DFARS Clause 252.204-7019 
& 252.204.7020

• “CMMC” DFARS Clause 252.204.7021

2020

CMMC 2.0 – Program Review

2021

CMMC Program Rule, 32 CFR  & 
CMMC Clause Rule, 48 CFR (9-
24 Month Rulemaking)

2022

Awaiting Interim Final Rule or 
Proposed Rule 

2023



CMMC 2.0

• The CMMC 2.0 framework consists 
of three levels of cybersecurity 
maturity, ranging from basic cyber 
hygiene to advanced cybersecurity 
practices. 

• Each level builds upon the 
previous level and includes specific 
practices and processes that 
organizations must implement and 
demonstrate in order to achieve 
certification.



17 basic security controls divided into two categories:

Basic Cyber Hygiene: This includes implementing basic security practices such as 
maintaining an inventory of authorized and unauthorized devices, using antivirus 
software, and training employees in cybersecurity awareness.

Protecting Federal Contract Information (FCI): This includes implementing security 
controls such as access controls, incident response, and system and 
communications protection, among others.



Challenges 

• Scoping

•Deployment/Collaboration

•Ongoing validation

•Documentation in tandem



Scoping

• Controlled Unclassified  
Information (CUI) Assets

• Security Protection Assets 

• Contractor Risk Managed 
Assets

• Specialized Assets (IOT)

• Out-of-Scope Assets

Will Process CUI

Can process CUI

May or may not 

Will not process



Team 
Collaboration

• A major success factor in your compliance journey is establishing 
a cohesive team of security ambassadors across the enterprise 
to work together in building and maintaining a secure resilient 
infrastructure.

• The ideal formula relies on using strategic tools to create, track, 
review and monitor effectiveness.

• Assessors will also appreciate a consolidated library that 
organizes all the relevant security artifacts. 







Cyber Compliance Best Practices

Plan accordingly based on 
the size of the 
organization and its 
mission

Allocate a realistic budget 
based on the value of 
your assets (Information)

Hire a competent cyber 
firm to conduct a “Gap 
Analysis”

Establish a security team 
to formulate an effective 
deployment plan

Document all processes in 
tandem with the technical 
deployment

Re-test effectiveness of all 
controls at key milestone 
intervals

Once compliance is 
attained, sustain 
compliance through 
continuous monitoring



Questions?

Contact Information

Dr. Jose Neto
407-715-7392
JNeto@PC-Warriors.com
https://PC-Warriors.com

We helped secured a PERFECT 110 Compliance rating in an 
official DoD DIBCAC assessment for one of our valued clients.

CALL US for a FREE Consultation

https://pc-warriors.com/

